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关于建议封禁恶意域名及恶意 IP 的通知 

一、事件描述 

省教育信息安全监测中心通过在省教育网出口流量监测，发现如下域名及 IP涉及

到恶意行为，详细如下表所示： 

 

序号 域名 

1 wyxygz.net 

2 qwujhd.net 

3 xmr.kiss58.org 

4 xiudwv.net 

5 znxviw.net 

6 example.sugon.store 

7 bideo-schnellvpn.xyz 

8 bideo-endpoint.xyz 

9 mvps-remote.duckdns.org 

10 m29.onthestage.ru 

11 m28.onthestage.ru 

12 m38.krebson.ru 

13 m9.onthestage.ru 

14 bideo-blog.com 

15 ahoravideo-chat.com 

16 fairu-chat.xyz 

17 fairu-endpoint.xyz 

18 privatproxy-blog.xyz 

19 privatproxy-endpoint.com 

20 privatproxy-blog.com 

21 bideo-cdn.xyz 

22 wmail-endpoint.xyz 

23 wmail-chat.xyz 

24 wmail-endpoint.com 

25 wmail-cdn.xyz 

26 fairu-schnellvpn.com 

27 ahoravideo-endpoint.xyz 

28 bideo-endpoint.com 

29 bideo-cdn.com 

30 privatproxy-schnellvpn.xyz 

31 privatproxy-cdn.xyz 

32 fairu-chat.com 

33 fairu-schnellvpn.xyz 

34 wmail-blog.com 
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35 ahoravideo-blog.xyz 

36 privatproxy-cdn.com 

37 wmail-schnellvpn.com 

38 ahoravideo-schnellvpn.xyz 

39 ahoravideo-chat.xyz 

40 wmail-cdn.com 

41 wmail-chat.com 

42 ahoravideo-cdn.xyz 

43 fufeeti.net 

44 fairu-blog.com 

45 bideo-chat.com 

46 swt.njaavfxcgk3.club 

47 ahoravideo-endpoint.com 

48 wmail-schnellvpn.xyz 

49 wmail-blog.xyz 

50 bideo-schnellvpn.com 

 

序号 IP 

1 103.17.149.36 

2 103.17.149.37 

3 84.32.230.116 

4 128.199.181.4 

5 209.141.37.250 

6 79.110.62.125 

7 45.117.177.12 

8 79.124.58.134 

9 110.1.1.111 

10 91.198.77.40 

 

二、处置建议 

 

建议各单位将上述恶意域名及恶意 IP 封禁。 

 

三、技术支持 

 

河南省教育信息安全监测中心   

http://hercert.ha.edu.cn 

0371-67765016 

0371-67761893 


